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Problem statement |

From the specification of 5G emerging technologies,
our work tries to detect indications of vulnerability

that can be exploited by attacks of the common
attack types found in mobile broadband (MBB)
network .

Background |

5G mobile broadband (MBB) network is not secure
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In this work, we design a security analysis framework
leveraging NLP techniques and 3GPP domain
knowledge to detect vulnerabilities of emerging
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* Technologies analyzed in our work are the most
common scenarios where distributed learning is
used.
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Vulnerability indication

from TS24.587 Use Case 2: This work can be used for security

analysis of different technologies with mobility

protocols.
Use Case 3: The security issues discovered in this

work can be used to guide the design of future
cellular networks with higher security requirements.
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